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PETJIAMEHT
pearMpoBaHusi HA HHIUAEHTHI HH(POPMAaMOHHOMH 0€30IIACHOCTH B
HHGPOPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX JaHHBIX

MAJIOY JICNe4
1. TepmuHBI U onIpeeIeHUsI

1.1. UadopmanrioHHasi cucTeMa NEPCOHATBHBIX JAHHBIX — COBOKYITHOCTH COJICPIKAIIIMXCS
B 0a3ax JaHHBIX NEPCOHAJIBHBIX JaHHBIX U 00ECMEYNBAIOUINX UX 00pabOTKY MHPOPMAIIMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPE/ICTB.

1.2. Unuuaent wHGOPMAIMOHHON 0€30MacHOCTH — J000e HENmpeaBUICHHOE WU
HeXeJlaTeIbHOe COOBITHE, KOTOPOE€ MOXKET HApYIIUTh ACSTEIbHOCTh WM WH(GOPMALUOHHYIO
6e3omnacHOCTh. MHIMAeHTaMU HHGOPMAITMOHHON O€30MTaCHOCTH SIBIISIOTCS:

—  yTpara yciIyr, 000pyAOBaHUS WIH YCTPOUCTB;

—  CHCTEMHBIC COOM WJIH TIEPETPY3KH;

—  OWMOKHU MOJb30BaTENICH;

—  HecoOI0IeHHE MOJIMTUKY WIH PEKOMEHIAIHi 110 MHPOPMAIIMOHHOI 0€30MacCHOCTH;

—  HapylleHue GU3NYECKUX MEp 3alUTh;

—  HEKOHTPOJIMPYEMbIE U3MEHEHHSI CUCTEM;

— cOou IpOrpaMMHOT0 00eCTIeUeHUs U OTKA3bl TEXHUUECKUX CPEJNICTB;

—  HapyIICHHE MPaBHII JOCTYIIA.

1.3. O6paboTka TmepcoHaNbHBIX JaHHBIX — JO0Oe JeiicTBue (omepamus) WIu
COBOKYITHOCTD JICMCTBUI (ONepalinii), COBEPIIAEMBIX C UCTIOJIb30BAaHUEM CPEJICTB ABTOMATU3ALIUN
unu 0e3 MCIOJIb30BaHMs TAaKMX CPENICTB C MEPCOHATBHBIMH JAaHHBIMH, BKJIIOYask cOOp, 3aIuCh,
CHUCTEMAaTU3aINI0, HAKOIUICHUE, XpaHeHUE, YTOUHEeHHE (OOHOBJICHUE, U3MEHEHUE), U3BIICUCHUE,
WCIIONIb30BaHKe, TMepenady (pacrnpocTpaHeHHe, MPeloCTaBlICHUe, AOCTYI), OO0e3TUYMBAHUE,
OJIOKMpOBaHUE, yAICHUEe, YHUYTOKEHHE MEPCOHANBHBIX TaHHBIX.

1.4. TlepconanbHble TaHHBIE — TI00ast HHPOPMAIUs, OTHOCAIIASCS K MPSIMO MU KOCBEHHO
OTIpe/IeIEHHOMY WJIU OTpeseiieMoMy GU3HUecKOMY JIUIY (CyOBEKTY MEPCOHAIbHBIX IaHHBIX).

1.5. CpenctBo 3ammrthl WHGOpPMAIMU — TPOTPAMMHOE OOECTeUeHUe, MPOTrPaMMHO-
anmapatHoe — oOecriedeHwe, amnmapaTHoe OOecredYeHue, BeIIeCTBO WM Marepual,
MpeIHa3HauYe€HHOE WM UCIIONIb3yeMOe ISl 3aIUThl HH()OPMAIIUH.

2. OO0mue MoJI0KEeHUSA

2.1. Hacrosmmii PermameHT pearupoBaHusi Ha HMHUOUACHTHI HH(OPMAIMOHHOU
0€3011acCHOCTH B MH(OPMAIIMOHHBIX CUCTeMax nepcoHanbHbIX JaHHBIX MAJIOY JICNe4 (nanee —
Pernamenr), pa3paboTaH B COOTBETCTBHM C 3aKoHoAaTenbcTBOM Poccuiickoit denepamuu o
NePCOHANBHBIX JaHHbIX (nanee — II/IH) W HOPMATUBHO-METOAMYECKUMH JOKYMEHTaMH
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(dhenepanbHBIX OPraHOB HMCIIOJIHUTEIBHOW BIAcTW MO Bompocam Oe3omacHoctu [I/IH mpu mx

00paboTke B MHGOPMAIIMOHHBIX CHCTEMaX NMEPCOHANBHBIX NaHHBIX (nanee — UCII/IH).

2.2.

2.3.

Hacrosimmit Pernament onpenesnser:

MOPSAZIOK PETUCTPAIIUU COOBITHI 6€30MacCHOCTH;

TOPSTOK BBISIBIICHUSI MHIIMIEHTOB HH()OPMAIIMOHHON 0€30MacHOCTH U pearupoBaHUIO
Ha HUX;

MOPSAZIOK MIPOBEICHUS aHAIHM3a UHIIUACHTOB HHGOPMAIIMOHHON 0€30MacHOCTH, B TOM
YHUCIIe ONpeeIeHUe UCTOYHUKOB U MTPUYMH BOSHUKHOBEHHUS MHIIUJICHTOB.
Pernament oOs3atenen st ucmoiaHeHuss BceMu pabotHukamu MAJIOY JICNed

(manee — YupexaeHue), HeoCpeACTBeHHO ocyinecTristonumu 3ammty 1110 B UCIT/IH.

3.1.

3.2.

4.1.

3. HWHummaeHTHl HHGPOPMALMOHHON 0€30MaCHOCTH

K unnunentam Ub otHOCATCS:

HecoOmoaeHue TpedoBanuii no 3amure [1/1H:

— ucnosb3oBanue OBM B Lensix, HE CBA3aHHBIX C BBIOJIHEHUEM TPYJOBBIX

(cmyxeOHBIX, TOIDKHOCTHBIX, (DYHKIIMOHAJIBHBIX) 0053aHHOCTEH;

— yrpara Hocutens [1/1x;

— yTpaTa KJIIOYEBBIX JOKYMEHTOB, KJIIOYEH OT MOMEIICHUA U XPAHWJIUIL, JIMYHBIX
neyaTei, y10CTOBEPEHUM, TPOITYCKOB.

noneiTku HCJI x T1/1H:

— moabop dYyXoro wuAeHTHQHUKATOpa | Mapoiisi, TMOCIACAYIONMA JOCTyH C

WCIIOJIB30BAaHUEM UYKOTO MApOJIs;

— U3MEHEHHME HAaCTPOEK, cocTaBa, napoiiei rexunueckux cpeacts MCII/IH;

— u3MeHeHue (yBeTU4eHUe) MOJTHOMOYUN JOCTYIIA;

— HapylIeHHE LEeJOCTHOCTH YCTAHOBJICHHBIX 3alIUTHBIX IIIOMO;

— konuposanue [1/IH Ha HeyuTeHHbIEe cheMHble HocuTenu [1/1H;

— 3apakeHue pabouero mecta u/miu cepsepa UCII/IH Bpe1oHOCHO# porpaMMoii;

— xwuieHue Hocuteneit [1/1H;

— xuieHue texuuaeckux cpeacts UCIIH;

— YMBIIUIEHHOE HapyleHue paborocnocoOHocTu Texuuueckux cpeacts MCII/IH;

— XMUILIEHHUE KPHUMNTOCPEJCTB, KIKOYEBBIX JOKYMEHTOB, KIJIIOUEH OT IOMELICHUH H

XPpaHWINIL, JINYHBIX N1€YaTeH, y1I0CTOBEPEHUI, TPOITYCKOB;

— HECaHKIIMOHUPOBAHHOE NMpOHUKHOBeHuE B ioMenieHus MCITH;

— OYMCTKA 3JIEKTPOHHBIX KYpHAJIOB MOHUTOPHUHTIA.

coou B pabote Texunueckux cpeacts UCIIIn O6mecTna.

K unuunenram Ub He oTHOCSTCA:

HEyJauHbIe TIOMBITKA BTOP)KEHUH, KOTOpBIE ObUTH OOHAPYKEHBI M HEHTPAIN30BaHbI C

ucnoas3oBanuem C3U;

HEyJauHble TMOMBITKH 3apakeHus pabounx wMecT wu/minu cepsepoB HCII/In

BPEIOHOCHOM MPOrpaMMOM, KOTOpble ObUIM OOHApYKEHbI M HEHTpalIu30BaHbI C

ucnons3zoBanuem C3U1

4, Tlopsiiok perucTpamu cOOLITHII 6€30MaCHOCTH

Peructpamnus coOwituii 6e3omacnoctu B MCIIIH ocymecTBisieTcs B CleayromIei

OCIaCA0BATCIIbHOCTH:
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1) Onpenencarie COOBITHI O€30MACHOCTH, IMOMJICKAIIMX PETUCTPAIMHM, W CPOKOB HX
XpaHCHUS.

2) OrmpeneneHne cocTaBa U COACpKaHUs MHGOPMALUMU O COOBITHAX O€30MacHOCTH,
MOAJICKAIUX PETUCTPALIUU.

3) Co6op, 3anKch U XpaHeHHe HHPOPMAIIUU O COOBITHIX 0€30IaCHOCTH.

4) PearupoBaHue Ha COOM IIPU PETUCTPALIUU COOBITHIT OE30MACHOCTH.

5) MoHuTOpUHT (IPOCMOTP, aHAJIN3) PE3YIbTATOB PETUCTPALINU COOBITHI O€30MaCHOCTH
Y pearupoBaHue Ha HUX.

6) TeHepupoBaHHe BPEMEHHbBIX METOK U (MJIM) CHHXPOHHU3AIHS CHCTEMHOIO BPEMEHH B
NCTI/In.

7) 3amura uHPOPMAIHUU O COOBITHIX O€30MaCHOCTH.

4.2. CoOwiTusi Oe3omacHocTH, moanexame peructparuu B MCIIJIH, g0mMKHBI
OTIPEACNATHCA C y4eTOM CIoco0oB peanm3anuu yrpo3 OezomacHoctu [Idn nns UCIIAn. K
cobOpITHsIM Oe3omacHocTH, mojiexamuM peructpanuu B WMCII/IH, momKHBI OBITH OTHECEHBI
moObie nposiBiienus coctosiuust UCII/H u ee crucTeMbl 3aIlMThI, YKa3bIBAIOIINE Ha BO3MOXKHOCTh
HapylieHuss KOHQUACHIMATBLHOCTH, IEJIOCTHOCTH WM noctynHoctd [IJIH, mocTymHOCTH
komroneHntoB  WMICII[IH, HapymeHuss mpomenyp, YCTaHOBIEHHBIX  OPTraHU3AIHMOHHO-
pacmopsAuTeIbHBIMUA JOKyMeHTaMu 1o 3ammre [IJIH, a Takke Ha HapyIICHHE MITaTHOTO
(G YHKIIMOHUPOBAHUS CPEACTB 3amuThl HHGopManuu (nanee — C3U).

4.3. CoOwitus 6e3onmacHoctr, nomnexanme perucrparmu B UCIIIH, u cpoku xpaHeHUs
COOTBETCTBYIOIIUX 3aMUCEH PErUCTPAIMOHHBIX KYPHAIOB JJOJKHBI 00eCIeYnBaTh BO3MOKHOCTh
oOHapyxeHHs, WACHTHU(DHUKAIIMM W aHadu3a HWHIMISHTOB HH(OPMAIMOHHOW O€30MacHOCTH,
Bo3HUKIMX B UCII/IH.

4.4, B UCIIJIH moexat perucTpaiyy CIeayIIre COObITHS:

— BXOJ (BBIXOJ), a TaKKe MOMBITKU BXoja cyOobekToB foctyna B UCII[AH u 3arpy3ku
(ocTaHOBKA) OMEPAIIMOHHON CUCTEMBI,

—  MOJKJIIOYEHHE ChEMHBIX MAaIMHHBIX HocuTenen [1/n u BeiBoa [1/]H Ha HOcHTENH;

— 3amycK (3aBeplIeHHE) TpOorpaMM W TPOILECCOB (3aJaHMi, 3a7ad), CBSI3aHHBIX C
obpaboTkoii [1/1H;

— oOHOBIIEHHE WX OMMOKHU Npu 0O0HOBIeHUH nporpaMMHubIX cpenctB UCIAn u C3U;

—  TIONBITKH JOCTYTIA MPOTPAMMHBIX CPEJICTB K OMPEIeIIEMbIM 3alIHIIAEMbIM 00BEKTaM
nocTyrna (TEXHHYECKUM CPEJICTBaM, y3JiaM CeTH, IMHUSAM (KaHaJIaM) CBSI3H, BHCITHUM
yCTpOICTBaM, MporpaMmmam, ToMaMm, Kataioram, daiiam, 3aucsm, MoJIsIM 3arnuceit) u
WHBIM 00BbEKTaM JIOCTYIIA;

—  TIOMNBITKH YAAJIEHHOTO JIOCTYyIA.

4.5. CocraB u coaepxaHue HHGPOPMAIMU O COOBITHAX O€30MaCHOCTH, BKIHOYAaeMOW B
3alMCH  PETUCTPALMU O COOBITHSX O€30MaCHOCTH, JOJDKHBL, KaK MHUHHUMYM, OOECIEeYUuTh
BO3MOXKHOCTh HJACHTHU(UKAIMK THIA COOBITHS O€30MacHOCTH, JaThl U BPEMEHH COOBITHSA
0e30MacHOCTH, WACHTH(PUKAITMOHHON WH(OpPMAIMM WCTOYHUKA COOBITHS O€30MacHOCTH,
pe3ynabTaT cOObITHS 6€30MacHOCTH (YCIIEUTHO WM HEYCIIEUTHO), CyOBheKTa T0CTyna (TI0Ib30BaTENs
u (WK Tporiecca), CBI3aHHOTO C JAHHBIM COOBITHEM 0€30TIaCHOCTH.

4.6. Ilpu peructpanmmu Bxoma (Bbixoma) cyowrekTtoB aoctyna B WCIIJIH m 3arpy3ku
(ocTaHOBKa) ONEpAIMIOHHONW CHUCTEMBI COCTAaB M COJEpKaHWe HH(OpPMAIUK JOJDKHBI, Kak
MHUHHMMYM, BKJIIOYaTh JaTy U BpeMs BXoJa (BbIXOJa) B CUCTEMY (K3 CUCTEMBI) WJIU 3arpy3Ku
(ocTaHOBKM) OMEPAIIMOHHON CUCTEMBI, pe3yJIbTaT MOMBITKY BX0/1a (YCIIEIIHAS UIN HEYCIEIIHas),
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pe3yibTaT MOMBITKY 3arpy3KH (OCTAaHOBA) ONEPAIMOHHON CUCTEMBI (yCTICIIIHAS WJTH HEYCTICIITHAS ),
UICHTH(PUKATOP, MPEABSIBICHHBIN MTPH MOMBITKE JOCTYIIA.

4.7. Tlpu peructpanuu MOAKIIOYCHHUS CHEMHBIX MaIIMHHBIX HOcuTened [1JIn u BeIBOOa
[1/Iln Ha chbeMHBIE HOCUTENIHU COCTAaB U COAEpP)KAHUE PETHCTPAIMOHHBIX 3aMUCEil JOJKHBI, KaK
MUHUMYM, BKJIIOYaTh AAaTy W BpeMs MOAKIIOYEHHUS CHEMHBIX MalIMHHbIX Hocutened [1/In u
BbiBoAa [I/[H HAa CheMHBIE HOCHUTENH, JIOTHYECKOE WMs (HOMEp) MOJKIF0YaeMOro CHEMHOTO
MarHHOro Hocutens [1/[H, nunentudukarop cyobeKkTa J0CTyIa, OCYIECTRIsoero BeBo [1/1H
Ha CheMHbINH HocuTenb [1J1H.

4.8. Ilpu peructpanuu 3amycka (3aBeplIeHHs) IporpaMM U MpoLeccoB (3aJaHuii, 3a1a4),
CBSI3aHHBIX ¢ 00paboTkoit [1/]H cocTaB u comepikaHne PeruCTPAIMOHHBIX 3aMUCEN TOJDKHBI, KaK
MUHUMYM, BKJIFOYATh JIaTy W BpeMsl 3aIycka, uMs (MIeHTU(UKATOpP) MpOrpaMMel (Tporiecca,
3aJaHus), WACHTUPHUKATOpP CcyObekTa goctyna (yCTpOMCTBA), 3allpOCHBILErO IPOrpaMmy
(mporiecc, 3aanue), pe3ysabTat 3amycka (yCIenIHbli, HeYCTICIIHBIH).

4.9. Tlpu perucTpanuu MONBITOK JOCTYIAa TPOTPAMMHBIX CPEJICTB (ITPOrpamMM, MPOIECCOB,
3a/1a4, 3aJIaHMi) K 3alluIaeMbIiM (ailiaM COCTaB M COJIEpKAHUE PETHCTPAIMOHHBIX 3amucei
JOJKHBI, KAK MUHHUMYM, BKJIIOYATh JaTy U BpeMs IMOMBITKU JOCTYIA K 3aluinaeMomy ¢aiiy ¢
yKa3aHHeM ee pe3ynbTara (yclemrHas, HEYCIellHas), WACHTU(HUKATOp CcyObeKTa JOCTyIa
(ycTpoiicTBa), crieruduKalnio 3amuiaemMoro ¢aiia (Joruueckoe uMsl, TUI).

4.10. Tlpm perucTtpanuud TOMBITOK JOCTYIMA MPOTPAMMHBIX CPEACTB K 3allUIIAeMbIM
00BeKTaM JIOCTyNa (TEXHUICCKUM CpPEACTBAM, y3JIaM CETH, JIMHUAM (KaHaJlaM) CBSI3M, BHEIITHHM
yCTpOKMCTBaM, IpOrpaMMam, TOMaM, KaTajaoram, 3alicsM, TTOJISIM 3aITUCeii) COCTaB U COJIepPIKaHue
nH(pOpMAlUK JOJDKHBI, KaKk MHHUMYM, BKIIOYaTh JaTy W BpeMs TMOMBITKHA JOCTyMa K
3alIUIIaeMOMy OOBEKTY C YKa3aHHEM ee pe3ynbrara (ycIlelHas, HeyClelHas ), uAeHTu(GuKaTop
cyOBekTa mocTyna (yCTporcTBa), Ceu@UKanio 3aluaeMoro o0beKTa JocTyna (JOTHIecKoe
nuMms (HoMep).

4.11. Ilpu peructpauuu nomnsITok yaaieHHoro aocrtyna k MCIIJIH coctaB u coneprkanue
nH(pOpMaIIUY JOJKHBI, KAK MUHUMYM, BKJIFOYATh ATy U BPEMsI TOMBITKH YAAJIEHHOTO JOCTYIIA C
yKa3aHHeM ee pe3yibTara (yclemiHas, HEyCHellHas), UIACHTHQHUKATOp CyObeKTa J0CTyma
(ycTpoiicTBa), HCTIOIB3YEMBIN MTPOTOKOJ JOCTYIMA, UCTIOIB3yeMbIi nHTepdeic nocTyna u (Wim)
WHYIO HH(OpMAIIKIO 0 TOTBITKaxX yaaieHHoro poctymna k UCIT/H.

4.12. COop, 3amuch M XpaHeHHe HH(opMaruu O COOBITUSAX O€30MaCHOCTH B TEUEHHUE
YCTaHOBJICHHOTO BPEMEHH XPAaHEHUs JOJDKEH MPelyCMaTpUBATh:

— BO3MOXKHOCTh BbIOOpa OTBeTCTBEHHBIM 3a obecrneueHue Oe3omacHoctH IIJ[H B
NCTIOH u (wmm) Anmuauctparopom WCTI/IH coObiTHil 6€30macHOCTH, TOIJISKAIINX
perucTpanyy B TEKYIIMH MOMEHT BPEMEHH M3 MepedHsl cOOBITUH 0e30MacHOCTH,
ompeieNieHHbIX B TyHKTe 4.4 HacTosero Pernamenra,

— TreHeparuio (cOop, 3amuch) 3amMced peructpanuu (ayaurta) IS COOBITHIA
0€30I1aCHOCTH, MOJUIekKAIIUX PETUCTPAINU (ayAUTY) B COOTBETCTBUU C COCTABOM U
coJiep>kaHueM HH(OpPMAIIHH, OIIPEICTICHHBIMU B COOTBETCTBHUH C myHKTaMu 4.6 —4.11
HacTosero PernamenTa,

— XpaHeHHe HHPOpPMAIMM O COOBITUSX O€30MacHOCTH B TEUEHUE BPEMEHH,
YCTaHOBJICHHOTO B yHKTe 4.3 HacToAmero Pernamenra.

4.13. OObeM maMsTH U1 XpaHEeHUs] HHYOPMAIUU O COOBITHIX 0€30MaCHOCTH JOJKEH OBITh
pPacCUUTaH M BBIICTICH C YUYETOM THIIOB COOBITHI 0€30IacCHOCTH, MOJUICKALINX PETUCTPAINH B
COOTBETCTBUM C COCTaBOM M COjepKaHWeM HHPopMalMU O COOBITUSAX O€30MacHOCTH,
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MOJICKAIIUX PETUCTPAIMU, B COOTBETCTBUM ¢ myHKTamu 4.7 — 4.11 nactosimero PernamenTa,
MIPOTHO3UPYEMOI 4aCTOTHI BOSHUKHOBEHHS TOJICKAIMX PETUCTPAIIMU COOBITHI OE€30MacHOCTH,
CpOKa XpaHeHUs! HH)OPMAIMH O 3apErUCTPUPOBAHHBIX COOBITHIX OE€30MIaCHOCTH.

4,14, B UCII[lH mOMKHO OCYIIECTBIATHCA pearMpoBaHMe Ha cOOM TPH PETHCTpalid
coObITHI 0€30MaCHOCTH, B TOM YHCJIC anliapaTHbIC U MPOTPAMMHBIE OITMOKH, COOU B MEXaHU3MaxX
cbopa nHPOpPMALIMHU U JOCTIKEHHE TIPE/Iesia HITH MEePETIOTHEHUs 00beMa (EMKOCTH) TTaMSITH.

4.15. PearupoBaHue Ha COOM TIPU PETUCTPAIMM COOBITHI 0€30IMaCHOCTH JIOJKHO
IpeIycMaTpUBaTh:

—  TpenynpexiaeHue (CUTHaNIM3alus, WHAUKanWsa) o cO0osx (ammapaTHbIX U
MpOrpaMMHBIX  ommMOKaxX, cO0AX B MexaHHW3Max cOopa WHPOpPMAIMK WA
MEepPENoIHEHUST 0o0beMa  (EMKOCTH) TaMsATH) TPU  PETUCTPAIMA  COOBITHI
0€30I1aCHOCTH;

— pearupoBaHHE Ha COOM P PErHCTPALUU COOBITHII 0€30ITaCHOCTH IyTeM H3MEHEHUS
OtBercTBeHHBIM 3a oOecneuenue OezomacHoctu [/l B UHCIIAH u (umm)
Anmunuctparopom UCII/IH mapameTpoB cOopa, 3aucH U XpaHeHHs HH(OPMAIHH O
COOBITUSIX 0€30MACHOCTH, B TOM YHCIIE OTKIIIOYEHHUE 3aMIUCH MH(POPMALIUHU O COOBITUSAX
Oe3omacHocTd OT yactd kommoHeHToB MCII/IH, 3amuch moBepx ycTapeBIIUX
XpaHUMBIX 3aIucell COOBITUI OE€30MMaCHOCTH.

4.16. MonuTtopuHr (IPOCMOTP W aHAIM3) 3amucell perucrpanuu (ayauTa) JTOJKEH
IPOBOJIUTBCS ISl BCEX COOBITHH, MOANEXKAUIMX PETUCTpallMd B COOTBETCTBUM U C
MEPUOJUYHOCTHIO, YCTAHOBIEHHOM OMepaTopoM, U 00eCTIeYnBaIoIEel CBOEBPEMEHHOE BBISIBICHHE
MIPU3HAKOB MHITUACHTOB MHGOpMarimoHHon 6e3omacHocty B UCTI/IH.

4.17. B ciydae BBIABICHHS NPU3HAKOB MHIIMICHTOB WH(GOPMAIIMOHHON 0€30macHOCTH B
NCII[IH ocyiecTBisieTcs IIAaHUPOBAHKWE U NPOBEIECHUE MEPOIPUSATHI IO pearupoBaHHUIO Ha
BBISIBIICHHBIC ~MHIMICHTH 0€30IaCHOCTH B COOTBETCTBHUM C TOPAJKOM  IPOBEICHHS
pazouparteabCTB 10 (pakTaM BO3HUKHOBEHHS MHIUAeHTOB B ICII/IH.

4.18. Tlomy4eHWe METOK BPEMEHH, BKIIOYAIOIIUX JaTy W BPEMs, HCIOIB3YEMBIX IPH
reHepanuu 3amnucei perucrpanuu (ayaura) coowituii 6e3omacHoctu B MCII[IH, mocturaercs
MOCPEICTBOM NTPUMEHEHHSI BHYTPEHHUX cUcTeMHBIX yacoB UCII/IH.

4.19. 3amwuta uHpOpPMAIMU O COOBITHIX OE30MACHOCTH (3aMMUCAX PErucTpaluy (ayauTa))
oOecrieynBaeTcss MPUMEHEHHEM Mep 3aluThl WHGOpPMAlMU OT HEMpPaBOMEPHOTO JOCTYIIa,
YHUYTOXXCHUSI WIM MOAM(DHUIMPOBAHHS M, B TOM YHUCIIE BKIIIOYACT 3AIIUTYy CPEJICTB BEICHHUS
perucTpanuu (ayanuTa) i HACTPOCK MEXaHU3MOB PETUCTPAIIMH COOBITHIA.

4.20. Joctyn K 3amucsM ayauTa U (YHKUUSM YIPaBICHUS MEXaHW3MaMHU PErHCTPaLUH
(ayauTa) AOMKEH MPEeIOoCTaBIATHCSA TOJIBKO YIIOJIHOMOYEHHBIM JOKHOCTHBIM JIMIIAM:

— oTBeTcTBeHHOMY 3a obecmneyenue 6e3omacuoctu 11 B UCII/H;

— aamunuctparopy UCIIIH.

5. Ilopsinok BbIsIBJIEHHS] HHIIM/IEHTOB HHGOPMALMOHHOM 0€30MaCHOCTH M pearupoBaHUs
Ha HUX

5.1. 3a BbIsIBIE€HHE UHIIMEHTOB HH(POPMALIMOHHON 0€30I1aCHOCTH U pearupoBaHUe Ha HUX
OTBEUAIOT:
—  OTBETCTBEHHBIN 3a obecmneuenue 6ezonacuHoctu [1/{n 8 UCI/H;
— aamunuctparop UCII/IH.
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5.2. PaGotHuku VYuypexIeHUs, ITODKHBI COOOIIATh OTBETCTBEHHBIM 32 BBISBICHUC
WHIMICHTOB MH(POPMALIMOHHOW O€30MIaCHOCTH O JIIOOBIX WHIMICHTAX, B KOTOPHIE BXOISAT:

— (akTBl MOMBITOK M YCIENIHOM pealn3alii HECAaHKIMOHWPOBAHHOTO JOCTyHa B
UCII[AH, B mnomemieHus, B KOTOPBIX ocyliecTBisgercs obpaborka II/In, u x
xpanumumaM [1/1H;

—  (baxTeI OO MIIM HEKOPPEKTHOM pabOTHI cUCTeM 00pabOTKH MHGOpMAIUH,

—  (axrsl c60s nM HeKOppekTHOM paboTel C3U;

—  ¢daxrtsl pasrnamenus [1/1H;

—  ¢axTsl pa3riamieHus HHGpOpMAaIIK O METO/IaX U CIIoco0ax 3amuThl 1 00padoTku [1/1H.

5.3. Bce HemTaTHbIE CUTYalUH, PAKThI BCKPBHITUS U OTIEUAThIBAHUS TEXHUYECKUX CPEJICTB,
BBIMOJTHEHUS MPOPUIAKTUYECKUX paboOT, YCTaHOBKM W MOAMGUKAIMUA aNMapaTHbIX U
nporpaMMHbIX cpenctB o0padoTku I1/{n B UCTI/IH 10mKHBI OBITH 3aHECEHBI OTBETCTBEHHBIMU 32
BBISBJICHHE WHIUIACHTOB HH(POpPMAIMOHHON Oe3omacHocTH B «OKypHan ydera HEIITaTHBIX
curyauui, (aKTOB BCKPBITHS M OINEYATHIBAHWSA TEXHUYECKHX CPEJCTB, BBIMOJIHEHUS
npodunakTuyeckux padboT, YCTAHOBKH M MOAU(UKAIMU alMapaTHbIX U MPOTPAMMHBIX CPEJICTB
00paboTkn mepcoHanbHBIX AaHHBIX B MAJIOY JICNed4, ¢opma KOTOpPOro ycTaHOBJICHa B
[Ipunoxenun 1 x HacTosimieMy PernaMeHTy WM B AJEKTPOHHBIE KYpPHaJbl ONEPAMOHHON
cucremsl u C3U.

5.4. AnHanu3 MHUUACHTOB MH(POPMALMOHHON 0€30MacHOCTH, B TOM YHUCIIE ONpEeAeICHHUE
WCTOYHUKOB M TPUYMH BO3HUKHOBEHHUS HHIIMJEHTOB, OCYILECTBISETCS COTJACHO TMOPSAKY
MpoBeJIeHUsI pa30uparenbcTB MO (akTaM BO3HUKHOBEHMSI WHIUACHTOB HH(DOPMAIIMOHHOM
6e3omnacuoctu B UCTI/IH.

5.5. Mepsbl 110 yCTpaHEHUIO TIOCIIEACTBHIA MHIIUIEHTOB WH()OPMAIIMOHHON 0€301acHOCTH,
IUIAHUPOBAaHUIO W TMPUHATHIO MEp MO MPEJOTBPALICHUIO TOBTOPHOIO BO3HUKHOBEHUS
WHIUJCHTOB, BO3JIaraloTCd Ha OTBETCTBEHHBIX 32 BBIABICHUE WHIUACHTOB HH(DOPMAIIMOHHOM
0e30MacHOCTH.

6. OcHOBHBIE ITaNbI nmpomecca pearupoanvusi Ha HHIMACHTbI

6.1. Jluma, 3aHUMaroIuMecs pearnpoBaHUEM Ha MHIUICHTHI, TOJKHBI 00€CIICYNUTh 3aIIUTY
UCIIAH u npouHOpMUpOBaTH MOJb30BaTeNell, O BAXKHOCTH Mep IO OO0ECIEeYECHUIO
nH(pOpMaIMOHHOM 06€30MacHOCTH.

6.2. Jluma, 3aHMMaromuecss pearupoBaHMEM Ha WHLMICHTBI, TOJDKHBI OIPEENIUTh,
ABISICTCSI JIM OOHAapy)KEHHOE HWMH C TOMOINBIO Pa3jIM4YHBIX CHCTEM OOECTICUCHHS
MHPOPMAIIMOHHON 0e30macHOCTH COOBITHE HWHIMACHTOM WM HeT. [lng 3Toro moryr
HCIOJIb30BAThCS IYOJMUHBIE OTYEThl, HOTOKU JAHHBIX 00 yrpo3ax, CpelICTBa CTaTUYECKOIO U
JUHAMUYECKOr0 aHajlu3a o0pa3loB MPOrpaMMHOIO OOecHeueHus: U JApyrue HCTOUYHUKHU
nHpopmanuu. CraTHUeCKUH aHaJIW3 BBINOJHSETCA 0€3 HENOCPEICTBEHHOIO  3aIlycKa
HCCIEyeMOro o0pasla U MO3BOJSET BBIABUTH PA3NIMYHBIE MHAMKATOPBI, HAIPUMEDP, CTPOKH,
copmepxkame URL-agpeca wim ajgpeca 3JIEKTPOHHOM IOYTHL.  J[MHAMWYECKUH aHaIU3
M0JIpa3yMeBaeT BhIMOJIHEHHE UCCIIeyeMOI porpaMMsl B 3anuieHHo# cpeae (Ilecounune) mum
Ha W30JMPOBAHHOM MAIIIMHE C IEJIbI0 BBIIBICHUS MOBEACHUS oOpasma u coopa apredakToB ero
paboTHI.

6.3. Jluma, 3aHuMaromuecs pearnpoBaHUEM Ha HHIIUICHTHI, JOJDKHBI HICHTH(PHINPOBATH
CKOMIIPOMETHPOBAHHBIE KOMIIBIOTEPHl U HACTPOUTH IpaBHUia OE30MaCHOCTH TaKUM 00pa3om,
4yTOObl 3apaKeHUEe HE pPACIPOCTPAaHWIOCh JAajblle 1mo cetd. Kpome Toro, Ha 3TOM HTame



7

HEO0O0XO0IUMO TIEPEHACTPOUTH CETh TaKUM 00pa3om, uto6sl MCII/IH Mornu mpoiomkath paboTaTh
0e3 3apakeHHBIX MAIIIWH.

6.4. Jlanee nuiia, 3aHUMAIOIIMECS pearipOBaHIEM Ha WHLUACHTHI, yIAJISIOT BPEIOHOCHOE
MporpaMMHOE O0ECIieYeHHe, a Takke Bce apredakThl, KOTOpbIE OHO MOTJIO OCTaBUTh Ha
3apaxeHHbIX koMibioTepax B UCII/IH.

6.5. Panee CKOMIIPOMETHUPOBAHHBIC KOMITBIOTEPBI BBOISTCS 0OpaTHO B ceTh. [Ipu 3TOM
JMIA, 3aHUMAIOUIMECS] pearkpoBaHMEM Ha WHIUACHTBI, HEKOTOPOE BpeMs MPOIOJDKAIOT
HaOmromath 3a coctossHueM 3TuX MammH u MCIIIH B 1enom, 4to0bl yOeauThCcs B MOJTHOM
YCTPaHEHUH YTPO3bI.

6.6. Jluma, 3aHWMaromMecs ~— pearupoBaHWEM  HA  HMHIOWACHTHL,  AHAIH3HPYIOT
MPOM3OIIEAIINIA WHIIMICHT, BHOCIT HEOOXOAMMBIC U3MCHEHUsI B KOHQUTYPALIUIO IPOrPAMMHOTIO
obecrieueHnss W 00OpyJoBaHuUs, oOecHeuuBaromero HH(GpOpMaMOHHOW O0e30MacHOCTH, |
(OpPMHUPYIOT pEKOMEHIAIMH JIJISl TOTO, YTOOBI B OY/IYIIIEM MPEIOTBPATUTD MTOA00HBIC HHIIUICHTHI.
[Ipy HEBO3MOXHOCTH ITOJTHOTO MPEIOTBPAIICHUS OYIYIIeH aTaKh COCTaBICHHBIE PEKOMEH AN
MO3BOJIAT YCKOPHUTH pearipoBaHUe HA MOJO0OHBIC MHIIUCHTHI.

7. Ilopsinok nmpoBeneHus1 pa30upaTeabCTB N0 (pAKTaM BO3HUKHOBEHHMS MHIUACHTOB
HH(}OpMaNOHHOH 0€30I1aCHOCTH

7.1. Jlns mpoBeneHuss pa3OupaTtensCTB 1O (akTaM BO3HUKHOBEHHUS HHIUICHTOB
MHPOPMAIIMOHHOM 0€301acCHOCTH CO31aTCsl KOMUCCHS, COCTOSIIAsl HE MEHEE YeM M3 3 UEJIOBEK C
00s13aTeNTbHBIM BKIIFOUCHUEM B €€ COCTaB:

—  OTBETCTBEHHOTrO 3a obecneuenue 6e3onacHoctu [1/1n B UCTI/IH;
— aamuuuctparopa UCIIH.

7.2. Tlpenacematenb KOMHCCHU OpTraHM3yeT pabOTy KOMHCCHH, peIlacT BOMPOCHI
B3aMMO/JICHCTBUSI KOMUCCUU C PYKOBOJIUTEISIMU U PaOOTHUKAMH CTPYKTYPHBIX TOJIpa3ieiieHUui
OpraHH3aIy, TOTOBUT U BEAET 3aceaHusi KOMUCCUH, TIOJMUCHIBAECT MPOTOKOIBI 3aceqanuii. [1o
OKOHYaHUM pPabOThl KOMHCCHM TOTOBHUTCS 3aKIIOYEHHE [0 pe3yjibTaraM MpPOBEAEHHOTO
pa3dupaTenbCTBa, KOTOPOE MepeaaeTess Ha paccMoTperne JupexTopy YdpexaeHus.

7.3. Ilpu npoBeneHuu pazdoMpaTeIbCTBA YCTAaHABINBAIOTCS:

—  Hamugue camoro (akTa COBEPIICHHUS WHIUACHTa WHPOPMAIMOHHON 0E30MacHOCTH,
CITY’KaIller0 OCHOBAHUEM JIJIsi BEIHECEHUSI COOTBETCTBYIOIIETO PEIICHHUS;

—  BpeMsi, MECTO M OOCTOSITENILCTBA BOSHHUKHOBEHHS WHIIMJICHTA, & TAK)XXE OLICHKA €ro
MOCIICJICTBUH;

—  KOHKPETHBIM pabOTHUK, COBEPIIMBIINN MHIIUACHT WH(POPMALIMOHHON 0€30MacHOCTH
WJIH TIOBJICKIINK CBOMMHU JIEHCTBUSMU BO3HUKHOBEHUS MHIIUJICHTA;

— HalW4He U CTENEeHb BUHBI PaOOTHUKA, COBEPIIMBIIETO HHIMICHT HHPOPMAIIMOHHOM
0€30MacHOCTH WU MOBJIEKIIETO CBOUMHU ACHCTBUSIMH BOSHUKHOBEHHE MHIUICHTA;

— IIeld U MOTHUBBI, CIIOCOOCTBOBABILIME COBEPILICHUIO HHIMIEHTa HH()OPMAIIOHHOM
0e30MacHOCTH.

7.4. B uensx npoBeleHUs pa3dHpaTenbcTBa Bce PAOOTHUKU 00s13aHBI IO TNEPBOMY
TpeOOBAHUIO YWICHOB KOMUCCHU MPEABSIBUTD JJII TPOBEPKU BCE YUCIISIINECS 32 HUIMH MaTepUaIbI
U JIOKYMEHTBI, JaTh YCTHBbIE WU IHUCHMEHHbIE OOBSCHEHHS 00 HM3BECTHBIX UM (pakTax Mo
CYIIECTBY 3a/IaHHBIX UM BOIIPOCOB.

7.5. PaboTHWK, COBEpIIMBIIMK WHIUACHT WHPOPMAIMOHHON O€30MacHOCTH  WJIU
MTOBJICKIIINY CBOMMH JCHCTBUSIMI BOSHUKHOBEHHUE MHIIHJICHTA, 00s3aH 1O TPEOOBAHUIO KOMHCCHU
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MpEeACTaBUTh OOBSICHEHUS B MUChMEHHOW (OpMe HE TMO3JIHEee TpeX pabdouyux JTHEH ¢ MOMEHTa
MOJIY4EHHUsSI COOTBETCTBYIOIIETO TpeOoBanus. Komuccus BIpaBe MOCTaBUTH mepes] paOOTHUKOM
MepeueHb BOMPOCOB, HA KOTOpBIe pabOTHHUK 00si3aH OTBETHTh. B ciiyuae oTkaza paOOTHUKA OT
MUCEMEHHBIX 00BSICHEHHUH, KOMUCCUEH COCTaBISIETCS aKT.

7.6. PaboTHUK MMeeT MpaBo, 10 COTJIACOBAHMIO C MPE/ICeaTEIeM KOMUCCHH, 3HAKOMHUTHCS
C MaTepuajiaMH pa30UpaTebCTBA, KACAIONUMUCS JIMYHO €r0o, M JIaBaTh IO MOBOJY HHUX CBOH
KOMMEHTapHH, MPEAOCTaBIATh JOMOJIHUTEIbHYI0 HHPOPMAIUIO U JOKYMEHTHL. [lo okoH4YaHuUU
pazOuparenbcTBa PaOOTHHUKY ISl O3HAKOMIICHHUS MPEAOCTABISIETCS UTOTOBBIA aKT C BBIBOJAMU
KOMUCCHH.

7.7. B cmyyae naBineHus Ha pabOTHUKA CO CTOPOHBI IPYTUX JIUI] (HE U3 COCTaBa KOMHCCHH)
B BHJE MpochD, yrpo3, MaHTaka H Jp., 10 BOIMPOCaM, CBS3aHHBIM C MPOBEICHUEM
pasz0uparenbCcTBa, pabOTHUK 00s13aH COOOIIUTEL 00 ATOM MPECEAATETI0 KOMUCCHH.

7.8. Jlo oxoHuaHus paOOTBl KOMHCCHM UM BBIHECEHHsI PEIICHUs 4IE€HAM KOMHCCUU
3anpeniaeTcs pasrianarh CBEJCHHs O X0/1€ MTPOBEICHUS pa30upaTenbCTBA U CTABIINE U3BECTHBIC
UM 00CTOSITENIbCTBA.

7.9. B mporiecce npoBeneHUs pa3oMpaTeIbcTBA KOMUCCUEH BBISICHSIOTCS:

—  NEpeYeHb pa3rilallicHHbIX CBEJICHUN;

—  TIPUYHMHBI pa3TIalIeHUs CBEICHUH,

—  JIMIA, BAHOBHBIC B pa3TJylalllcHUN CBEIACHHIA;

—  pasmep (PKCIiepTHas OIEHKA) MPUIMHEHHOTO yIiepoa;

—  HEJIOCTAaTKW W HApYIICHHS, JOIYIICHHbIC paboTHUKaMu ipu padote ¢ [1/1H;

—  UHbIE 00CTOATENHCTBA, HEOOXOJUMBIE [T ONpeeieHus npuinH pasriamenus [1/1H,
CTCTICHM BHWHOBHOCTH OTJEJBHBIX JIWI[, BO3MOXKHOCTH IPUMEHEHHS K HUM Mep
BO3JCHCTBUS.

7.10. Tlo 3aBepiieHHH pa30HpaTENbCTBA KOMHCCHEW COCTAaBISeTCS 3akiioyeHune. B
3aKJTFOYEHUN YKa3bIBAIOTCS:

—  OCHOBaHHE JJIsl IPOBEACHUS pa30upaTeIbCTBa;

—  CcOCTaB KOMHUCCHUH M BpeMs IPOBEACHUS pa30nupaTensCTBa;

— CBEACHHS O BPEMEHHM, MECT€ M OOCTOATEIhCTBAX BO3HUKHOBEHHS WHIUACHTA
nH(OPMAIIMOHHON OE30MMaCHOCTH;

— CcBeAeHHs 0 paOOTHUKE, COBEPIIMBILIEM WHIUACHT WHGOPMALMOHHON 0€30MacHOCTH
WIM TIOBJEKIIEM CBOMMHU JCHCTBUSMH BO3HHUKHOBEHHE WHIUICHTA (IJOJKHOCTH,
(dbaMuHs, UMsI, OTIECTBO, TOJ POXKIACHHS, BpeMs pabOThl B YUPEIKIACHHUH, a TAK)KE B
3aHUMaeMas JT0JKHOCTH);

— Temd W MOTHBBI pPabOTHUKA, CHOCOOCTBOBABINIHE COBEPIICHUIO WHITUICHTA
nH(OPMAIIMOHHON OE30MTaCHOCTH;

—  TIPUYHWHBI ¥ YCJIOBUS BOZHUKHOBEHUS WHIUACHTAa NH()OPMAIIMOHHON OE301TaCHOCTH;

—  JIaHHBIC O XapaKTepe U pa3Mepax MPUINHEHHOTO B pe3y/IbTaTe MHIUACHTA yiep0a;

— TIPEUIOKCHHST O MEpPe OTBETCTBEHHOCTH pPAOOTHHKA, COBEPUIMBIIECTO HWHIUICHT
nH)OPMAIIMOHHOKW  O€30MacHOCTH  WJIM  TOBJICKIIETO CBOUMH  JCHCTBHSIMHU
BO3HUKHOBEHHE UHITUICHTA.

7.11. Ha oOcCHOBaHMM 3aKJIFOUEHHUS BBIHOCUTCS pEIIEHWE O NPUMEHEHHUU Mep
OTBETCTBEHHOCTH K pa0OTHUKY, COBEPIIMBIIEMY WHUUIACHT WM TOBJEKIIEMY CBOMMH
JNEHCTBUSMU BOSHUKHOBCHHE HHIIUICHTA, TAK)KE O BO3MEIICHUH yliepOa BAHOBHBIM paOOTHUKOM
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(W ero 3aKOHHBIM TMPEACTaBUTEIEM), KOTOPOE MOBOAMTCS 1O YyKa3aHHOTO pabOTHUKA B
MMUCHMEHHOM (hOpME IO/ PACTIUCKY.

7.12. Bce wMarepuansl pa3dupaTenbcTBa OTHOCATCS K HH(POPMALMU OTPAaHUYCHHOTO
JOCTyIa U XpaHATCS B TedeHue S5 yieT. Komuu 3akioueHHs W pacTiopsDKEHHs IO pe3yiibTaTtam
pazoupareabcTBa MPHOOIMIAIOTCS K JIMYHOMY Jielly paOOTHWKA, B OTHOIICHHMH KOTOPOTO OHO
MIPOBOTMIIOCH.

8. OTBEeTCTBEHHOCTH

8.1. Bce paboTtHuKkH, ocymecTistone 3amury [1/{H, 00s3aHbpl 03HAKOMUTHCS C TaHHBIM
PernamenToM moJ MOAINCE.

8.2. PaboTHUKM HECYT MEpPCOHAIBFHYIO OTBETCTBEHHOCTH 32 BBINOJHEHHE TPEOOBAHMUI
Hacrogmero Perimamenra.

9. Cpok aeiicTBUS M MOPS/I0K BHeCEHUsI H3MeHeH Ui

9.1. Hactosumii PermamMeHnTt BCTymaeT B CHIIy C MOMEHTA €T0 YTBEPKACHUS U JIEHCTBYET
OeccpoyHo.

9.2. Hacrosmmii PerimamMeHT moajie)kuT epecMOTPy HE PekKe OJHOTO pa3a B TPHU TOAA.

9.3. H3MeHeHus U JOTMOJHEHUsS B HacTOSIIMK PerimaMmeHT BHOCSTCS mpuka3oM JlupekTopa
YupexnaeHus.



POPMA

ITpunoxenue 1

K Permmamenty pearnpoBanus Ha
WHIUACHTHI HHPOPMaMOHHOH
6e301macHOCTH B MH(POPMAITHOHHBIX
cHCTeMax MEepPCOHATBHBIX JaHHBIX
MAJIOY JACNe4

KypHaJ y4yeTa HeIITATHBIX CUTYalHii, (PAKTOB BCKPBITHS M ONleYATHIBAHNS TeXHHYECKHX CPeJCTB, BbINOJHEHUs NPOGUIAKTHYECKUX padoT,
YCTAHOBKH M MOAM(UKAILUY aNNIAPATHBIX U NPOTPAMMHBIX CPeACTB 00padoTKU HHPOPMALUT

B MAJIOY JICNe4

®HO OTBeTCTBEHHOTO 3a 00eCIICUYECHHE

Ne i Kparkoe onucanue BHIIOIHEHHOW pabOThI (HEIITaTHOM 0€30MacHOCTH NEPCOHANBHBIX IAHHBIX B ®UO AnmunKCTpaTOpa T
/n CHUTYAI1H) MH(OPMAIMOHHBIX CHCTEMax MH(OPMAIMOHHON CUCTEMBI, TIOAIUCH
MEPCOHANBHBIX TAHHBIX, OAIUCH
1 2 3 4 5 6







